Introduction
A computer virus is a manmade destructive computer program or code that is generally loaded onto a computer system without the knowledge of a user and causes unauthorized and unwanted changes to the information stored on the computer. The term computer virus may be applied to software, code, code blocks and code segments which perform illegal damaging functions.
It is important to note that all software that causes damage is not virus. Popular legal software may cause damages because of certain unfixed bugs. But viruses are made for infecting other programs and troubling others, which these software are not.
Computer viruses are called viruses because they share some of the traits of biological viruses. A computer virus transmits from computer to computer like a biological virus transmits from person to person.
History and evolution of computer viruses
The viruses started to grow during mid 1980's till mid 1990's, when the use of PCs started to grow for businesses and homes. During that period computer games were very important and applications like word processors and spreadsheets were very popular. The viruses typically attached themselves to games or other bona fide computer programs.
During that period, floppies were predominant for data storage and even for booting. The virus makers took advantage of this fact and created various viruses revolving around the drawbacks of floppy usage.
At that time a virus typically inserted a JUMP instruction into the start of the program, when the program was executed, causing it to execute at the "active" part of the virus. The virus scanner had to detect the executable code, e.g., .exe, .com, .bat. Once identified, those files are searched (or parsed) for certain signatures that are associated with known viruses.
In 1995 a new type of virus strain was identified which infected Microsoft Office files. These viruses are called macro viruses as they are written in macro languages. Macros are small executable programs written in a high level language, which are included in Microsoft Word or similar files. There are popular macro viruses like "WM/ Concept" which are known to have spread widely and rapidly at global level.
While the early age viruses were mainly spreading through floppies, the later age viruses predominantly spread through Internet. With the popularity of Internet, many new types of macro viruses are developed to exploit the loopholes of email and Internet. Many viruses are developed to act more intelligently and make them difficult to be detected by antivirus programs. Some viruses even attack the antivirus program and by exploiting the loopholes of the antivirus programs.
Types of viruses
There are various types of viruses causing various types of disturbances in a computer system. Some viruses alter or destroy data on the disk, some viruses scramble characters on video display screen, some others display misleading messages to users whereas some others consume computer/ network resources thereby making the computer/ network slow.
From a broad point of view the viruses include worms, trojans, spyware and other malware. Although viruses are different from worms and trojans they are all called as "viruses" for convenience.
From one angle the viruses can be classified into three types, viz., the boot sector viruses, traditional file viruses, and macro viruses. From another angle the viruses can be classified according to their characteristics and pattern of infection. However the following are the popular types of viruses predominantly known in the state of art.
# Boot sector virus
All floppy diskettes and hard disks contain a small program in the boot sector called the master boot record (MBR), which is executed every time a computer boots. Typically the MBR resides on the first sector of the computer hard disk. The boot sector virus or Master Boot Record virus (MBR virus) is called so as it infects the boot record on the floppy diskettes or hard disks.
The boot sector virus generally transfers through infected floppies. When a diskette infected with a boot sector virus is placed into a floppy drive and the system is allowed to boot, the virus executes its code that is there in the boot record. Then the boot sector virus transfers itself to the hard disk by overwriting the disk's original boot sector with its own code. Such viruses can transfer through floppies even if they are not bootable.
Since the master boot record (MBR) executes every time the computer is started, the boot sector virus always gets loaded on to the computer memory as soon as the computer boots. Then it hooks the Interrupt 13h vector which controls the hard disk/ diskette access. This hook inserts a malefic code which will be executed during all Int 13h routines. This malefic code updates the boot record of each device accessed with the infected code.
The hook of the boot sector virus remains in the memory not only throughout the time the computer system is powered on, but also reloads from the boot record every time the system is rebooted. In this way the system hard disk remains permanently infected with that boot sector virus and even if there is a virus detection facility installed on the hard disk, it becomes powerless to prevent the infection.
# File viruses
A file virus is a parasitic virus, which attaches itself to a program file, driver file or other executable file. This virus infects other programs when the infected program is executed. Generally file viruses attach themselves to executable files with extensions such as .COM, .EXE, .OVL, .DLL, .DRV, .SYS, .BIN, and .BAT etc. Generally they don't infect data files or text files unless they contain executable codes.
File viruses don't run automatically. When the host program is executed the virus gets activated and carries out its mischief. The infected host program generally executes the virus code before executing the host program and tries to infect other programs in the system. These viruses often change the file attribute information like file size, time and date information.
# Macro Virus
Macro virus is a recent type of virus written in a macro language like Visual Basic for Applications (VBA) used in Office Suite applications. A macro virus can reside in documents like word processing or spreadsheet. The macro viruses run when the program document is accessed or triggered by certain user actions, such as specific keystrokes or menu choices.
The macro viruses can be called platform independent as it is written in the language of the application and not in the language of the operating system. Any application that supports the macros is a potential platform for macro viruses. Macro viruses can be stored in files with any extension. They can spread through general file transfer and even by e-mail.
In March 1999, a macro virus, known as the "Melissa virus" rapidly spread to millions of computer systems worldwide, snarling computer networks with large volumes of email traffic and causing losses of hundreds of millions of dollars. As the macro operations are becoming increasingly more powerful, and they are presently able to perform actions such as sending electronic mail and deleting files. When the user opens a MS Word file infected by Melissa virus, the macro operations within the Word document cause 50 copies of the email message to be sent to email addresses retrieved from the address book on the infected computer system. "Word Prank Macro" virus or "Concept" virus infects all documents created by Microsoft Word program. This macro virus attacks a document by inserting a copy of itself into the data file.
The document-based viruses are becoming more prevalent, because the documents are now widely shared through networks and over the Internet, even more so than the sharing of diskettes in the past.
# Network viruses
Network viruses are proficient in spreading across a LAN, WAN or even over the Internet. They adopt various method of spreading themselves, such as, by infecting the shared folders and shared resources. They continuously look for potential targets by searching the networks and infect the vulnerable systems when found.
# Email viruses
An email virus is also a kind of macro virus. The email virus exploits the strengths and weaknesses of an email messaging system and spreads itself through the emails.
An email virus usually replicates itself by automatically mailing virus mails to people in the victim's email address book. As an email travels fast to distant places the email viruses can spread very quickly to distant geographical locations. One of the worst destructive email viruses is "I love you" virus.
# Memory resident viruses
Memory resident viruses are different from direct action viruses. A direct action virus infects other programs as soon as the infected program is launched. On the contrary a memory resident virus loads itself into the system memory and creates a hook in the interrupt vector. A memory resident virus doesn't cause damage immediately, rather remains dormant until the appropriate interrupt is called. Like file viruses, memory resident viruses also attach themselves to executable files.
# Multipartite viruses
Multipartite viruses combine the characteristics of memory resident viruses, file viruses and boot sector viruses. When a file infected with multipartite virus is executed it infects the hard disk boot sector or partition table and infects other floppies used or formatted on that infected system.
# Worms
Worms are destructive programs that replicate themselves in the disk and memory using all available computer resources eventually causing the computer system to crash. Some types of worms work by erasing files or setting their file length to zero. The worms are able to spread functional copies of themselves to other computer systems via network connections.
Host computer worms run entirely on the host computer and use the network connections only to copy themselves to other computers. Network worms consist of multiple parts or "segments" each running on different machines and using network connections for communicating between themselves. The worms are different from the viruses, as they cannot attach themselves to other programs.
# Trojan horses
A Trojan horse is another type of virus which masquerades as a benign and legitimate software program. For example, a Trojan may claim itself to be a game but can do significant damage when you run it. Unlike typical viruses, the Trojan horse generally does not replicate itself. It waits until its trigger event occurs and then displays a message or destroys files or disks.
The term "Trojan horse" comes from a story in Homer's Iliad in which the Greeks presented a giant wooden horse to their enemies, the Trojans, as a peace offering. But actually they deceived Trojans as the Greek soldiers were hidden inside the hollow belly of the wooden horse. When the Trojans brought the horse inside their city walls, the Greek soldiers sneak out of the horse and opened the city gates to allow their Greek compatriots to come enter and capture Troy.
# Simple viruses vs. Encrypted viruses
Simple viruses copy themselves to each executable file they infect. These simple viruses can be easily detected by searching their signatures extracted from their viral bodies.
On the contrary, the encrypted viruses comprise a decryption routine and an encrypted viral body. When a program file infected with an encrypted virus executes, the decryption routine gains control of the computer and decrypts the encrypted viral body. Then the decrypted viral body takes control and spreads the virus by copying the identical decryption routine and the encrypted viral body to the target executable file. Although the viral body is encrypted and thus hidden from view, these viruses can be detected by searching for a signature from the unchanging decryption routine.
# Polymorphic virus
A polymorphic virus is another type of virus, which produces varied but operational copies of itself. The code within the virus includes an encryption routine to help the virus hide from detection, plus a decryption routine to restore the virus to its original state when it executes. A polymorphic viruse is often difficult to detect.
Encrypted polymorphic viruses comprise a decryption routine and an encrypted viral body. The operation of a polymorphic virus is similar to the operation of an encrypted virus, except that the polymorphic virus generates a new decryption routing each time it infects a file. Thus each instance of a polymorphic virus can have a different signature.
As the polymorphic viruses don't have any specific type of signature, they cannot be detected by signature scanning. They are detected by emulator-based antivirus technology.
# Metamorphic viruses
Metamorphic viruses also vary the instructions in the viral body with each infection of a host file. Accordingly, metamorphic viruses often cannot be detected with signature scanning because they do not have any fixed signature strings.
# Rootkits
Rootkit is another type of malware that tries to gain administrativelevel control over a computer system. Then it tries to change the way the operating system functions and in some cases makes the antivirus program ineffective. Rootkits are difficult to remove and often require complete reinstallation of the operating system.
Characteristics of computer viruses
There are thousands of viruses developed by different people at different times. Their operating platform, modes of operation, level of nuisance are all different. But all of them are unlawfully developed with malefic intentions. Some of the common characteristics of the viruses are as follows.
• Virus programs are illegitimate and secretly developed. No software company publicly declares to be developing viruses.
• One fundamental characteristic of a computer virus is that it is executable. Either the virus executes itself or attaches its code to another file to get executed. Without execution capability it can do no harm and will gain no importance.
• Another fundamental characteristic of a computer virus is that it replicates. A virus infects other programs generally by attaching its copies to those programs. Without replication the viruses cannot grow or survive.
• Virus can transmit from one computer to another through an infected file or an infected disk. Some viruses are capable of transmitting themselves across networks even bypassing security systems.
• Different types of viruses have different capabilities and limitations. For example, a boot sector virus infects boot sector and not the data files, a macro virus infects the documents and not executable files and so on.
• Skilled virus writers don't want their viruses to be detected. So they adopt stealth techniques. Thus many viruses use encryption mechanism and even change the encryption key as they travel from one host to another.
• The viruses are harmful whether intentionally or unintentionally. The socalled harmless viruses may appear to be harmless but they at least replicate themselves and utilize some memory of the system. This by itself is a harmful behavior.
• Every virus does not act immediately. Some viruses, like Trojan horses, wait patiently as benign programs until their events are triggered to become active.
• One of the weaknesses of viruses is that they generally don't do too much calculation without drawing attention to themselves. Hence although a virus is aware of the original checksum of a file it would be difficult for the virus to add itself to the file without changing the checksum.
How does the virus work
As the function of a computer system is very complex, there are many possible ways for a virus to get into a computer system.
A boot sector virus enters through infected floppies. When a user transports an infected floppy disk to a second computer the virus infects the second computer and so on. The boot sector virus changes the master boot record of the hard disk and permanently resides in the computer system.
A file virus works by copying itself to each executable program file it infects. When the executable program executes, the virus gains control of the computer and attempts to infect other files.
An email virus takes the help of emails to be carried to other computers. Some email viruses create emails by using the address book in the infected system. Some viruses attach themselves to the outgoing emails and get transferred to the destination computer.
A worm is a small piece of software that scans the network for another machine that has a specific security hole. When it finds the desired security hole it copies itself to the new machine by using the security hole and then starts replicating from there as well.
A virus generally wants to get executed first before the host program is executed. Hence the virus typically adds its executable codes to the beginning of the program or replaces its first instructions, causing the program to be invoked with the first instructions of the virus instead of the first instructions of the program.
Since a virus is a software code it can be transmitted along with any legitimate software that enters the computer. For example, a virus can spread from a LAN/ WAN based file server to any of the client systems attached to the server. Some viruses can rapidly spread through the Internet.
In most cases the offending user spreads the virus without his knowledge. For example, a person might download an infected program and run it. In this case the virus loads itself into memory and infects other programs on the disk. Although the virus goes on infecting one file after other the user has no way to know even that a virus had ever ran.
Patterns of virus infections
There are several patterns of virus infections. Some viruses add themselves at the beginning of the host program. Some viruses append themselves to the host program and modify the header of the original host so that the execution will begin at the virus rather than the host. In these two patterns the original code of the host program remains in one single block.
However there are many more complicated patterns too. The overwriting viruses overwrite a portion of the host and modify the header of the host so as to begin execution inside the virus. This pattern is dangerous as the original program is likely to suffer permanent damage. Modified overwriting viruses may write themselves at the beginning, end and other places in the original program. There are some complicated modified overwriting viruses who scramble and overwrite the original host in various different ways and make them totally useless.
Outcome of virus infection
Viruses may cause various kinds of damages to a computer system. The damage caused by a virus depends upon the type of virus causing the damage. Some viruses may cause fewer problems like displaying notorious messages on the screen, whereas some may cause serious dangers like formatting hard disk, causing permanent destruction of data and thereby making the system completely unusable and irreparable. The following are some of the common problems caused by the viruses.
# Some viruses interfere into the display system by scrambling characters on the video display screens, displaying misleading text, video or audio messages to users. However these viruses are less dangerous.
# The so-called benign viruses even create problems for the computer user because they typically take up computer memory used by legitimate programs. As a result, they often slow down the system or even result in system crashes. Apart from that many viruses are bug-ridden, and the bugs may lead to system crashes and data loss.
# Most viruses intend to alter or destroy data stored on the disks. They damage the computer by corrupting programs, erasing files, scrambling data on the hard disk, attacking FAT (File Allocation Table) , attacking partition table, and even by formatting the hard disk. Some viruses operate to destroy the contents of the system hard disk thereby causing the system to completely inoperable.
# Many viruses like. Trojan horses, have a payload, which is a trigger such as a date or an action done by the user. When the payload is triggered the virus does its intended damages which can be mild to severe.
# Some viruses consume excessive amount of computer resources thereby preventing users from performing the desired tasks or leading to hang the computer. Even a simple virus can be dangerous as the virus can quickly use a large portion of the available memory and possibly bring the computer system down.
# The viruses may attack client computers, network servers, network traffic or even the whole network. If an infected computer system is part of a network then viruses can be transmitted to other systems in the network causing widespread damage. Some viruses may use excessive amount of network resources or choke the network traffic.
# Another type of virus is a so-called stealth virus, which can take over some actions of the operating system, such as opening a file, in order to hide the infection of that file, before other programs can read that file (Conventional scanning programs cannot detect these viruses).
# Generally viruses try to exploit the loopholes of the operating system. Some viruses are carefully written to exploit the loopholes of anti-virus programs. As the users blindly believe on the anti-virus programs intelligent viruses can exploit the loopholes of such programs.
Summary
The computer virus is a problem to computer users at all levels including students, home users, corporate users, system administrators, corporate managers and even the anti-virus manufacturers. The viruses are written by people with malefic intentions to trouble the innocent users.
There are many types of viruses are boot sector viruses, file viruses, worms, Trojan horses, macro viruses etc. Each of these has many different variants. The older viruses were transmitting through floppies. Some older viruses like boot sector viruses are very rare nowadays as nobody boots from floppies. The modern day viruses transmit more through networks and emails. Macro viruses are most prevalent in the current days.
The viruses generally try to exploit the loopholes of the operating system, application programs, windows sockets and even anti-virus programs. Some viruses are so dangerous that they can make the system completely unusable and irreparable. The anti-virus programs typically employ a variety of strategies to detect and remove these viruses (which will be discussed in a separate article).
Glossary:
# Companion virus or parasitic virus -virus that spreads by attaching itself to files and runs first before running of the host file.
# Armoured viruses -viruses that are specifically written to make it difficult for an antivirus researcher to find out how they work and what they do.
# Malware-different kinds malefic softwares including adware, spyware, worms, viruses, Trojans, keyloggers etc.
# Keylogger -a small program or hardware device that records each keystroke typed on a specific computer's keyboard.
